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Abstract 

Cybersecurity failures in critical infrastructure organizations are frequently attributed to technical 

deficiencies, human error, or insufficient investment in security controls. While these factors 

contribute to risk, they often obscure a more profound and more persistent cause: fragmented 

governance structures that diffuse responsibility, weaken accountability, and create predictable 

cybersecurity blind spots. In large, complex organizations—particularly in healthcare and energy 

sectors—cybersecurity spans multiple functional domains, including information technology, 

operational technology, compliance, legal, procurement, and enterprise risk management. When 

governance authority and oversight are fragmented across these domains, no single entity retains 

visibility into system-level exposure. This qualitative, conceptual analysis examines governance 

fragmentation as a root cause of cybersecurity blind spots in critical infrastructure organizations. 

Drawing on governance and accountability theory, organizational design literature, and 

boundary-spanning concepts, the article explains how fragmented structures undermine oversight 

even in organizations that employ standardized assessments and maturity models. The study 

contributes a governance-centric explanation for persistent cyber risk and offers implications for 

redesigning accountability and oversight structures to reduce systemic exposure. 
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1. Introduction 

This article advances the argument that governance fragmentation within critical infrastructure 

organizations produces persistent cybersecurity blind spots, independent of the systemic origins 

of risk or the mechanisms used for board-level reporting and oversight. Cybersecurity has 

become a defining governance challenge for critical infrastructure organizations, including 

healthcare systems and energy providers that rely on digitally integrated environments to sustain 

operations (Cybersecurity and Infrastructure Security Agency [CISA], 2024; U.S. Department of 

Energy [DOE], 2022). As cyber threats grow in scale and sophistication, organizations have 
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invested heavily in technical controls, monitoring tools, and compliance programs intended to 

reduce exposure. 

 

In this article, the term cybersecurity assessment outputs refers to the structured findings 

generated by standardized cybersecurity assessment instruments. Despite these investments, 

cybersecurity incidents continue to reveal significant blind spots—areas of unrecognized or 

underestimated risk that persist until disruption occurs (Boyens et al., 2022). These blind spots 

are often attributed to technical oversights or isolated human failures. However, such 

explanations overlook a more fundamental organizational condition:  

 

structural accountability fragmentation. 

In large organizations, cybersecurity responsibilities are distributed among technical teams, 

operational units, compliance offices, legal departments, procurement functions, and executive 

leadership (National Institute of Standards and Technology [NIST], 2024). This fragmentation 

creates predictable governance gaps in which risks fall between organizational boundaries. Prior 

doctoral research in healthcare supply chain cybersecurity and energy governance similarly 

demonstrates that cyber risk persists where accountability and oversight are structurally 

misaligned (Mengnjo, 2026; Shawe, 2026). Moreover, this article argues that governance 

fragmentation is a root cause of persistent cybersecurity blind spots in critical infrastructure 

organizations. It reframes these blind spots as governance failures rather than technical 

anomalies. 

 

This manuscript is part of a larger research initiative that explores the interpretation of 

cybersecurity governance within critical infrastructure environments. The series examines the 

impact of cybersecurity assessments, maturity models, and governance frameworks on 

organizational learning, risk prioritization, and resilience in complex socio-technical systems. By 

integrating multidisciplinary academic analysis with practitioner-informed insights, the research 

aims to clarify how governance design, regulatory frameworks, and organizational accountability 

influence the effectiveness of cybersecurity risk management and operational resilience. 

 

1.1 Methodological Orientation 

This study adopts a qualitative governance analysis informed by organizational design theory, 

accountability scholarship, and the literature on cybersecurity governance. The approach is 

conceptual and analytical, examining how structural fragmentation in large, complex 

organizations produces cybersecurity blind spots independent of technical control adequacy. 

The analysis integrates governance theory with sector-specific scholarship in healthcare and 

energy infrastructure to identify structural accountability gaps. Rather than presenting new 

empirical data, the article synthesizes theoretical perspectives and documented sector 

characteristics to explain how distributed authority, diffused responsibility, and weak escalation 

pathways generate persistent exposure. 
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2. Background and Context 

2.1 Governance fragmentation in complex organizations 

Fragmented oversight structures are a well-documented feature of large, complex 

organizations. Organizational design literature shows that specialization and siloing improve 

local efficiency but degrade system-level coordination and accountability when responsibilities 

span multiple domains (Boyens et al., 2022). 

 

In critical infrastructure organizations, fragmentation is intensified by regulatory layering, safety 

mandates, and the convergence of information technology (IT) and operational technology (OT), 

resulting in split authority over cyber risk governance (DOE, 2022). 

 

2.2 Cybersecurity research emphasizing technical gaps 

Much cybersecurity research emphasizes vulnerabilities, adversarial techniques, and control 

failures, often treating organizations as coherent actors (NIST, 2024). While technically 

valuable, this perspective obscures the governance conditions that allow risks to persist even 

when controls exist. 

 

2.3 Fragmented accountability in infrastructure sectors 

Evidence from the healthcare and energy sectors indicates that cybersecurity accountability is 

routinely fragmented across IT, OT, compliance, vendor management, and executive leadership, 

resulting in blind spots at organizational interfaces (CISA, 2024; Mengnjo, 2026; Shawe, 2026). 

 

2.4 Gap in existing analysis 

Despite recognition of organizational silos, limited scholarship treats cybersecurity blind spots as 

outcomes of governance fragmentation. A governance-centric explanation is therefore needed to 

explain why risks remain invisible to leadership until disruption occurs. This analysis forms part 

of a broader, multi-article research program examining the governance and interpretation of 

cybersecurity assessment outputs across critical infrastructure contexts (Shawe, 2026). 

 

3. Problem Statement 

It is not known how structurally fragmented governance arrangements contribute to persistent 

cybersecurity blind spots in critical infrastructure organizations. 

 

Fragmentation diffuses responsibility, weakens escalation pathways, and limits executive 

visibility into system-level cyber risk, increasing the likelihood of undetected exposure and 

delayed response (Boyens et al., 2022; NIST, 2024). To clarify the structural dynamics through 

which distributed authority and fragmented oversight produce cybersecurity blind spots in 

complex organizations, the governance-fragmentation model developed in this study is 

illustrated in Figure 1. 
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Figure 1  

Governance Fragmentation and the Formation of Cybersecurity Blind Spots 

 
Note. Author created. The figure depicts how distributed authority, siloed risk reporting, and 

weak escalation pathways diffuse accountability across organizational units, resulting in 

unaddressed risks, oversight gaps, and delayed response. The model is conceptual and supports 

the governance-fragmentation framework developed in this study. 

 

The structural mechanism through which fragmented governance arrangements generate 

cybersecurity blind spots is illustrated in Figure 1. 

 

4. Purpose of the Study 

The purpose of this qualitative analysis is to examine how governance fragmentation creates 

cybersecurity blind spots within healthcare and energy infrastructure organizations, focusing on 

the distribution of accountability, oversight mechanisms, and executive visibility rather than on 

technical controls. 
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5. Research Questions 

RQ1: How is cybersecurity responsibility distributed across organizational units in critical 

infrastructure organizations? 

RQ2: Where do governance gaps emerge between technical, operational, and executive 

functions? 

RQ3: How do standardized cybersecurity assessments expose—but fail to resolve—governance 

blind spots? 

 

6. Theoretical and Conceptual Framework 

This analysis integrates three complementary perspectives. 

Governance and accountability theory emphasizes the alignment of authority, responsibility, 

and oversight, highlighting that fragmented authority undermines effective risk governance 

(Boyens et al., 2022). 

 

Organizational design and fragmentation theory explain how specialization and siloing 

degrade coordination and system-level accountability. 

 

Boundary-spanning and coordination theory focuses on interfaces between organizational 

units, where cybersecurity blind spots frequently emerge due to incomplete information and 

diffused authority (Shawe, 2026).  

 

Together, these lenses explain why cybersecurity blind spots persist even in organizations 

operating under diffused governance arrangements, despite the use of standardized 

assessments and maturity models (Mengnjo, 2026). 

 

7. Significance of the Study 

This study advances cybersecurity scholarship by identifying non-technical sources of cyber 

risk rooted in governance structure. It explains why investments in tools and controls often fail 

to reduce exposure when accountability is fragmented. 

 

For practitioners, the analysis informs governance redesign and accountability clarification. For 

executives and boards, it underscores the importance of integrated oversight mechanisms. For 

policymakers, it suggests that compliance-focused approaches may be insufficient without 

governance alignment (CISA, 2024; NIST, 2024). 

 

8. Organization of the Article 

The article progresses from governance theory and organizational context to a conceptual 

analysis of fragmentation-driven blind spots, followed by governance implications and directions 

for future research. 
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9. Governance Fragmentation and Cybersecurity Blind Spots 

Siloed governance design produces cybersecurity blind spots in predictable ways. 

Responsibility for risk is diffused across units, with partial visibility; reporting emphasizes local 

metrics rather than system-level exposure; and escalation pathways are unclear. 

 

Standardized cybersecurity assessments often reveal these blind spots indirectly. Assessment 

outputs may identify gaps that no single unit claims ownership of addressing. Without 

governance mechanisms to integrate findings and assign accountability, assessments expose 

problems without resolving them (CISA, 2024; Mengnjo, 2026). 

 

10. Implications for Governance and Practice 

Reducing cybersecurity blind spots requires governance integration rather than incremental 

improvements in control. Organizations must clarify ownership of cross-functional risks, 

establish integrative oversight structures, and ensure that assessment outputs inform executive 

decision-making (Boyens et al., 2022; Shawe, 2026). 

Cybersecurity governance should be treated as an enterprise risk function with clear 

accountability, escalation authority, and board visibility. 

 

11. Limitations and Future Research 

This study is conceptual and does not present empirical case data. Future research should 

examine governance fragmentation through organizational mapping, assessment outcomes, and 

longitudinal case studies across critical infrastructure sectors (Mengnjo, 2026). 

 

12. Limitations and Boundary Conditions 

This article is conceptual and does not present primary case-study data or interview findings. 

While healthcare and energy sectors provide contextual grounding, the governance 

fragmentation dynamics described here may manifest differently across other critical 

infrastructure domains. 

 

The analysis focuses on structural accountability rather than technical vulnerability assessment. 

Future empirical research may examine specific organizational case studies to validate the 

interaction among governance fragmentation, assessment outputs, incident response, and board 

oversight processes. 

 

13. Conclusion 

Cybersecurity blind spots in critical infrastructure organizations are not random failures or 

isolated technical oversights. They are predictable outcomes of fragmented governance 

structures that diffuse responsibility and obscure accountability. Reconceptualizing cybersecurity 

risk as a governance problem provides a stronger foundation for reducing systemic exposure and 

strengthening infrastructure resilience (CISA, 2024; NIST, 2024). 
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