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Abstract

In this present research, the tools such as debuggers and their use for ethical debugging and
unethical, malicious use are analyzed. Debugger tool, in general, is used to analyze a program
and make code debugging to detect vulnerabilities. But in reality, malicious people like cyber
attackers are using such tools to misuse the system, find weak areas, and infect the system for
malicious interests. Application-based interferences, containing based transformation of
variables, malicious code penetration, security mechanism bypass, and the exploitation of
weakness are the main functions of misusing a debugger tool. GNU or GDB debugger is used as
a demo in this report to show how it is used. The paper also finds out ways to give security to the
application by detecting the problem, avoiding any unauthorized intrusion, making preventive
measures, and using roust coding policies. Developer awareness must also be enhanced to detect
and predict such misuse of their program and take security measures to lower threats.

Index Terms—debugger tools, ethical debugging, malicious use, cybersecurity, vulnerability
detection, reverse engineering, code integrity, security mechanisms, application security,
developer awareness, GNU Debugger (GDB), runtime verification, secure coding practices,
access control, software development, threat prevention.

Introduction

In the field of software development often developers make use of tools called debuggers which
aids in resolution of the challenges in the program and code. Such tools are used in different
application functionalities for analysis, understanding and making changes in the program for its
execution. However, debuggers can be maliciously used in reverse engineering activities to
analyse how an application behaves and steal sensitive information about algorithms made by a
propriety enterprise and make program duplications. These malicious individuals use debugger
tool for locating any weakness or vulnerability if it exists in the software application. These are
then used to insert infected codes, intrude the system, enhance the privilege weakness and breach
the security and integrity of the program. So detection of such tools is important for detecting the
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weak points and develop robust defence mechanisms for security and integrity of the
applications.

Figure 1: Anti-debuggihg [2]

In this research the hacking method which is conducted using debugger is simulated. Such
methods can be categorised in the transformation of logic of program, malicious code addition,
penetrating security measures and others. As a result of these acts the application slows down or
fails and the security is lost [1]. Hence, developers must use awareness and implement
preventive protocols such as verification of the integrity at runtime, safe practices, and access
controls.

There are three main role players in this process and they are the code engineers, the security
stakeholder and the end user who are at risk in debugger tool uses in reverse engineering actions
undertaken for malicious intent. Developers must be ahead of the cyber attackers and hence
widen their knowledge and use of tools and prevention techniques.

Research Objective

This research identifies the need for a cheat engine and a debugger to change game values and
variables. This paper shall explore Cheat Engine’s functionalities, what it can and cannot do, and
how it can be used appropriately for single-player offline games. Also, it will touch on the
immoral issues and probably misuse of the stated tools by wrongdoers for the wrong reasons.

Research Motivation

Software programs, such as Cheat Engine, are commonly used in software development and
gaming communities as debugging mechanisms for various purposes. Specifically, in gaming,
the engine allows players to alter game values, such as the number of bullets, item health, and
quantity. Since this research focuses on the functioning of the Cheat Engine and its use in
improving or modifying the gaming experience, it is deemed relevant for practical studies.

Furthermore, the study acknowledges the risks of hackers and other cybercriminals abusing such
tools to recode, reverse engineer, discover, and usurp software programs' weaknesses [1].
Through an analysis of Cheat Engine, this research will examine the methods involved and
explain why it is necessary to consider the ethical use of debuggers when building up security
measures to counter these tools.
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From this research, readers will understand the tactics used by Cheat Engine as well as the
difficulties and constraints involved in its use. This research will help expand the body of
knowledge regarding debugging tools and their effects on games and software, thus raising
awareness of the implications of their usage and encouraging a more responsible approach.

Literature Review

Reviews on Debugger Tools and Their Ethical and Unethical Uses

Debugging tools are essential in software development as these are the techniques that offer
developers techniques in analyzing, debugging, and even improving the software. However,
these tools can also be abused by cyber attackers, making the tools a double-sided weapon,
which is double-edged. This section parallels the positive and negative aspects of the various
debugger tools highlighted and a call for increased security and awareness among application
developers.

Moving forward, [1] explores the concept of ‘reverse engineering,” which involves the use of
‘debugger tools' to understand the workings of ‘malicious code.” This paper describes the
workings of these tools in the hands of cyber attackers to reveal the software systems' flaws to
enable them to overhaul the security systems. Analyzing these tools is necessary to improve the
overall Information Security and foster the creation of proper countermeasures against their
misuse.

[2] extensively explains the existence of anti-debugging technologies and techniques aimed at
averting unauthorized disruption of applications. Anti-debugging principles include methods that
facilitate the detection of a debugger and ways in which the software's operation can be changed
so that it cannot be debugged. These techniques help protect applications from being reverse-
engineered or subjected to other forms of evil.

Debuggers have been crucial to SD software practices since the middle of the 20th era.
According to [3], the progression of debugging tools is also analyzed in the framework of the
issue with the resolution of software complications. Initially, these tools helped improve code
quality to such an extent that with their help, developers could inspect their code and treat it to
eliminate defects and shortcomings. As software programs emerged more elaborate, the
debugging tools also evolved to offer intricate characteristics for deep scrutiny and deciphering.

Reverse engineering is another area that benefits from debugger tools. To sum up, debugger tools
are widely used by professionals in various areas related to software development. [4] point out
two parameters of debugging behavior in programming. Some programmers employ them for a
noble cause, such as enhancing the quality of their software. In contrast, others use debugging
tools for the wrong reasons, like gaining access to proprietary software codes. This may result in
the replicating of programs and embezzlement of ideas, which is why there is always a need to
employ high-level security systems to anticipate such risks.
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B. Misuse of Debugger Tools

Common misuses of debugger tools include altering program logic, inserting additional code,
and bypassing security. These activities can cause considerable intrusions into application
operations and potential breaches and threats to its security. Thus, cyber attackers employ these
tools to independently discover flaws in the software that may enable the injection of
contaminated code or circumvent security features.

Another example worth mentioning is Cheat Engine, used for ethical software testing; however,
it is often employed for unethical purposes, such as cheating in games. The tool is designed to
facilitate control over data in the memory of running processes, which can be utilized to modify
a particular game or any other application. It is also interesting to note that Cheat Engine has
numerous legitimate uses, including for testing and debugging, despite being primarily a game
utility.

[6] have evaluated most tools, such as Cheat Engine, with implications for game design. They
point out some ethical concerns that developers should observe, especially given that these tools
can potentially be used for cheating or other wrongdoing. They expounded that game developers
should make head-and-tails efforts to develop anti-cheating measures that would combat the
issue.

C. Security Measures and Developer Awareness

Due to these problems, developers should develop measures to increase their awareness of the
misuse of debugger tools and take preventive measures. This involves runtime integrity checks
that ensure it is free from vulnerabilities such as buffer overflows, suitable access control
mechanisms, and adherence to code security standards of coding. Developers should also be
required to have a clue on signs of insecure activities and how they could protect their
applications from such insecure threats.

[7] has pointed out identity components in games, that is, the crucial question of identification to
enhance protection from unauthorized entry. The paper pointed out various measures for
preventing any user, other than the authorized ones, from accessing or modifying any game data
to maintain the game's sanctity and avoid cheating.

The research study [8] focuses on the exploitative processes in monetizing video games and their
possible prevention using consumer protection mechanisms. They claim that due to social
engineering practices, developers should know how the games they developed can be misused
and find ways of preventing users from becoming victims. This includes applying proper security
measures in coding and, at the same time, informing the users of the dangers involved in using
counterfeit tools.

[9] Recently, a study on cheat engines was conducted, explaining the menace and the need to
develop measures to counter their use. Based on the study's findings, recommendations are
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provided on how and when cheat engine risks can be identified and prevented, with the chief
recommendation being to increase the developer's awareness of such threats and security
measures that can be undertaken.

Resilient self-debugging software protection methods described by [10] and [11] can help protect
applications against malicious debugging. These techniques include integrating security features
at the code level and designing the software to make it hard for an attacker to alter the code or
circumvent existing security features. They are equally crucial in protecting high-value
applications from advanced attacks.

D. Advancements in Debugger Tools

Special tools like debuggers have also evolved over the years. Unlike in the past, when they
provided simple functionalities to ethical hackers to debug their code, advanced debuggers
helped carry out other complexities, such as hacking activities. While these tools become more
enhanced, there’s an even greater need for security and developer sensibility regarding the
issues.

[12] Introduced the tool to study software debugging processes, focusing on the constructive
approach to improve and not mistake them. As you would infer from these papers, the work done
in the area and the debugger tool is still progressive and still in a stage where attempts to
maintain ethical use while considering the security aspect of it. One of the dangerous aspects of
these powerful tools is that they can be more hazardous in the wrong hands; the industry, on its
part, can assist by offering better debugging tools to the developers and including security
features.

Methods and Materials

Cheat Engine:

Cheat Engine installation is done in the following manner:

e Cheat Engine link is given here which can be used to be downloaded for operating systems
Window or Mac. URL- https://cheatengine.org/downloads.php.

o Cheat Engine is utilised to change product quantity in an inventory by making aspect
numbering changes.

e Some game might be working less efficiently using Cheat Engine. However in single player
games this is used in an optimised manner [5].
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e “Download cheat engine” is tapped which is situated in mid portion of page.
« This has cheat engine latest version which is 7.5.
e “Download cheat engine 7.4 for OS Mac” is tapped if for Mac it is being used.

Cheat Engine Installation:

[j'_.:}’ Setup - Cheat Engine = X

Installing H
Please wait while Setup installs Cheat Engine on your computer. @

Creating shortcuts...
C:\...\Microsoft\Windows\Start Menu\Programs\Cheat Engine 7.1\Reset settings.Ink

Figure 3: Install Cheat Engine [5]

On the basis of the operating system one is using the cheat engine installation process can be
different.

Windows OS: Cheat Engine setting file is clicked. As a prompt comes click “Yes”. Then tap on
“Next”. A box comes and clicks “I agree” here. More three time tap “Next”. The box called "I
agree to install McAfee Web Advisor" must be uncheck and then tap ‘“Next”. Then click
“Install” As configuration is finished tap “Next” and then “Finish”.

www.ijaemr.com Page 129




International Journal of Advanced Engineering and Management Research
Vol. 9, No. 05; 2024
ISSN: 2456-3676

Mac OS: Cheat Engine based DMG file is there and double click on it. The installation must be
confirmed here. Then drag logo of Cheat Engine and paste in “Applications” folder, The
directions given next must be followed.

r*y CheatEngine — X

!

Welcome to CheatEngine Installer

Cheat Engine is a tool designed to help you with modifying single
player games without internet connection so you can make them
harder or easier depending on your preference.

This will install CheatEngine to your computer, click "Next” to
continue.

r
¢y CheatEngine - }

Thank you for installing CheatEngine |

Click on “Finish” to dlose the installer

. Launch the apphcation on et

Figure 4: Mac [4]

Cheat Engine installation as done you can open the program. Start the program.
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e “Cheat Engine” button is then clocked after one is selecting the operating system- Mac or
Windows.

e As Cheat Engine program is opened tap wither “Open” or “Yes”.

Al App

Best match

Cheat Engine
App

Search the web

Cheat Engine
P cheat - see m App

O Cheat Engine - v

software .
= Open

P chat gpt

55 Run as administrator
R cheating B open file location
L cheat sheet

R cheat codes = Pin to taskbar
L cheatography B ninstal

( cheat codes for gta 5

Apps (7+)

Folders (1+)

Documents (11+)

£ chea 36°C

Figure 5: Cheat Engine [8]

Cheat Engine Basic Setup:
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Figure 6:+ Cheat Engine Initial Setup [3]

Offline Game Chosen (Plant VS Zombies):

Fgure 7: Offline Game [11]

Game Starting: As set up is finished the game starts as per the preferences given and this is
done by using Cheat Engine. Do not select server or multiplayer based game here.

Cheat Engine access process is summarised below:

« If this is not opened yet run it as per preferences.

o Cheat Engine is then opened if not opened before.

o Cheat Engine if not opened in a recent time will be opened using icon saved on Desktop.

Address V. P.
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o Use list and select the respective process.

ﬂ Process List

=)

€ 00001398-chrome. exe
€ 000014€0-chrome. exe
4/ 000016F0-So0litaire, exe
€ 0000142C-chrome. exe
¢ 00001628-chrome. exe

4#00001B78-mspaint. exe

400001444 -cheatengine-x86_64. ex:

~

- 000012108 -NVILIA Web Helper.exe
gl 00001320-conhost.exe
E 000012CC-chrome.exe
z—,:) 000016C8-GoogleCrashHandler.exe

=
7 00001194-GoogleCrashHandlerb4.exe

£ 00001A50-chrome. exe ‘

[ ~00001BEO-Tutor 12 |-XB6_64. exe

I[ open ]I

[ Attach debugger to process ]

ﬁ 000019B0-sublime_text.exe

®  000003AC-chrome.exe

’ Cancel ]

00001 D64 -Tutorial-x86_64.exe

[ Create process ] '@ D000LBAB-chrome. exe

[ open file ]

F 00001 BB4-chrome.exe

[ Process List |[ window List |

Process List(long)

E 000002D0-cheatengine-x86_64.exe

e “Open” is clicked once or two times. This is conducted in the format beginning phase.

[ First Scan

Address V. P.

value:

Figure 8: Cheat Engine [1]

e Access for reading or writing game process is now there.

Cheat Engine (x64) Tutorial

Cheat Engine (x64) tutorial is denoted here:

e Cheat Engine is opened and here on top region click on “help”. Select “Cheat Engine
Tutorial” from the primary menu.

Cheat Engine {l} l
File Edit Process Table D3D Tools
Cheat Engine Help F1
Cheat Engine Tutorial
Cheat Engine Tutorial (G4-Bit) I

Address Valus Prl

About

Figure 9: Cheat Engine (x64) Tutorial [7]

"Tutorial-x86_64.exe" is then attached to initiate the process of tutorial.
Step 1: Welcome to tutorial,
Dialogue is opened on launching of the tutorial.
The help text is opened. On reading a button comes up called “next”. Tap on it.
Password is saved here. The program is restarted.
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Welcome to the Cheat Engine Tutorial. (v3.3)

This tutorial will try to explain the basics of cheating on games, and getting you more
familiar with Cheat Engine.

First open Cheat Engine if it hasn't been opened yet.
Then click on the "open process’ icon. (top left icon, with the computer on it)

When the process window is open find this tutorial. The process name is probably
“tutorial.exe’ unless you renamed it.

Select it, and click "Open”. Just ignore all the other buttons right now, but experiment
with them later if you feel like it.

When everything went right, the process window should be gone now and at the top of
CE the process name is shown.

Now, click NEXT to continue to the next step. (Or fill in the password to proceed to that

particular step you want)
P. ord
ey —
Password oK

Figure 10: Tutorial of Cheat Engine [9]’

Step 2: Scanning

Step 2: Exact Value scanning rassword
Now that you have opened the tutorial with Cheat Engine let's get on with the next step.

You can see at the bottom of this window is the text Health: xo0
Each time you click "Hit me’ your health gets decreased.

To get to the next step you have to find this value and change it to 1000

To find the value there are different ways, but I'l tell you about the easiest, ‘Exact Value':
First make sure value type is set to at least 2-bytes or 4-bytes. 1-byte will also work, but
you'll run into an easy to fix problem when you've found the address and want to
change it. The 8-byte may perhaps works if the bytes after the address are 0, butI
wouldn't take the bet.

Single, double, and the other scans just don't work, because they store the value in a

different way.
[Health: 100
Hit me
! Skip)

Figure 11: Exact Value Scanning [12]

e The memory scanner is being used for discovering the integer 4-byte. The present health
is used for finding value of health value. This is stored in the form of byte, int16, int32, or
int64.

Methodology used:
Opening Application Cheat Engine:

£ Cheat Engine 7.5
File Edit Table D3D Help

=

Figure 12: Opening Application Cheat Engine [2]
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e The icon “Processes” is trapped inside Cheat Engine application window.
e From upper left hand side corner, icon looking similar to a computer is found. The window
pops up which shows the running application list in this machine.

Previous First

£, Process List e
File
Applications Processes  Windows

00001134-WhatsApp ~
00001430-Plants vs. Zombies

0DD0TCZE-Media Player
00002920-Calculator
00002920-Media Player
00002920-Microsoft Store
00DD2920-Settings
00002920-WhatsApp
00DD2BF2-Calculator
000030D8-How to Use Cheat Engine
000D30D8-Reverse Engineering and
000030D8-tampering 121 - Word
00D034B0-Microsoft Store

¢ DDDD3AS0-Snipping Tool

00003BD4-Microsoft Text Input App

JJ- DOD03BED-Downloads
2 DDDD3BED-File Explorer
- DDDD3BED-Program Manager
[#3 00003E6C-Settings

) D00D3EFC-Tic-Tac-Toe (Free) - Micn

00004164-plants vs zombies offline

£, 00004B43-Cheat Engine 7.5 w

Cancel

Attach debugger to pracess

Network

Figure 13: Opening Application Cheat Engine [5]

Game process is selected:
e The process list is scrolled till the game preferred is selected and it is tapped.

e Cheat Engine if it is being used in the browser in game will require you to click over
browser name.

e The “Processes” list if it do not contain name of game preferred then the Cheat Engine
cannot be edited.

| UULUSULIG- LATTIPENINY 121 - VWU
000034B0-Microsoft Store

‘4 DDOO3AS0-Snipping Teol
00003BD4-Microsoft Text Input App

JJ- DDD03BED-Downloads

T |y DDOO3BED-File Explorer

-+ OD0D03BEO-Program Manager

[53 00003E6C-Settings

. DDDO3EFC-Tic-Tac-Toe (Freg) - Micn
& 00004164 plants vs zombies offline
-E 0D004B48-Cheat Engine 7.5 W

Cance'

Attach debugger to process

Metwork

Figure 14: Opening Cheat Engine Application [10]
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"Processes” is the tab needed to be opened which is in top portion of window.
For Cheat Engine window launch “ok” must be clicked in window bottom segment in main

page.

In-Game Value Detection and Change:

iPrueba a plantar al menos 3!

S Nivelil

Figure 15: In-Game Value Detection and Change [4]

The game element is chosen where a number based representation is done using item list or
bullet list.

Ensure that the number shown in screen has no other associated activities such as the menu
item or the inventory page.

2

Cheat Engine transitioning for game window minimization:

Figure 16: Cheat Engine transitioning for game window minimization [7]
e Game window is lowered and navigation is made in the Cheat Engine and here game is not
paused.

e As game remains minimised the overall cheat engine is kept in control.
¢ Inventory valuation is made in Cheat Engine.
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Figure 17: Cheat Engine transitioning [8]

e New value is being searched. “New Scan” is chosen which is at top position on Cheat Engine
screen. On left side panel this is located.

£, Cheat Engine 7.0 = 0 X
File Edit Table D3D Java Help

@ ‘@\ g 00002F0C-javaw.exe
Found:0

Address Value Pre... First Scan = Next Scan Undo'Scan | m=——

Settings
Value:
|

Scan Type|Exact Value v | ] \va formula
R LINot

Bigger than...

[Me Smaller than... [Junrandomizer
|All |Value between... [C] Enable Speedhack
Unknown initial value

Stop 00007££LLLLFFFFE

Wiritable ] Executable
[[] CopyOnWirite

(® Alignment
Fast S 4
It scn O Last Digits

\‘ ["] Pause the game while scanning

Figure 18: Finding and Changing In-Game Values [6]

Scan Type Selection:

As the new scan is being initiated, one can select from the five scan types. This is mainly
utilising the “Exact Value” and the "Unknown Initial Value" for two of these. Selection of the
scan is needed to be made in a precise manner. For this menu which is drop down is used and
this is situated by scan type. Scans are explained in-depth below:

Exact valuation: This type of scan is used for finding the quantity in precise manner which can
be transformed. Example is making teleparameterly based control in life number or ammunition
quantity this is being used precisely.

Unknown initial valuation: When playing the game there can be some situations where one
does not have a number to make value representation. Health based meter for example cannot
always show user health but use information in figure metrics. There is no definite metrics to
make measurement of user health when playing the game. Use of artificial intelligence or Al
however this information can be found. The screen is not displaying the exact health of the user
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in an accurate manner. The number denotes the user health here [6]. So a starting value can
hence be set as a starting point and based on this gauging of health changes can be possible.

Starting health - Bigger than...:' Here you are having a choice to set lower most figure. This is
the lowest one can receive and beyond it one cannot have another.
Starting health - Smaller than...: Option is now blank with regards to maximum health
denoting amount. Hence borrowing health can be made here even if a certain figure is not
achieved.

Starting health—Value between...: The user can choose a value range to search for a
price[7].

£, Cheat Engine 7.9 = o X
File Edit Table D3D Java Help
@ a g 00002F0C-javaw.exe
Found:0
Address Value Pre... First Scan | | Next Scan Unclo Scan | S
Settings]
Value:
..... | g
Scan Type Exact Value v | [[] va formula

| Unrandomizer
[C] Enable Speedhack

Og
String

FeArray of byte

‘\:_ I é‘rlouped
Figure 19: Choosing a Scan Type [4]

Data type selection:

“Data type” here compries of a value which is stored inside memory. This is not an easy or
straight process and there are challenges about selecting this not being veyr sure about type of
the data. The data found amongst "bool”, "byte"”, "string” or "a number" is used as well as
“Arrow”. This can be used for finding the value of the scan.

Typical types of data with which one can work are being summarised here as follows:

Bytes number: The use of two types of data is made here in a frequent manner and these are 2
bytes and 4 bytes. Begin this with the 4 bytes as most applications in the Windows are using this
as a default metrics. 2bytes here is also used for detecting values and 1 as well as 8 bytes is used
as a function here.

Float data: Data type float is where the values make use of decimal points inside the item. The
decimal point albeit is not very visible on screen. For the prevention of the scans made for
routine memory are saving the values for data floating points. One makes effort in the floating
point if the right values are not being found by making byte examinations.

Double data: The doubles are having two times more digits in the float points. These are in
relation to floating data types where value is found in double form. This is used if one is unable
to find float or byte.
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All data: The alternative here is searching using values and these are linked with different kinds
of data. If one is not sure about what they are searching then the best way is production of the
search outcomes which must be also filtered [8].

Value is entered:

Figure 20: Value Entering [1]

When the desired value is being selected it is required to be changed. Select “First Scan”. An
example is made here. One must enter here a value 50 for text box named “Value”. This
means there are 50 rounds available in ammunition segment. The search is made using “50”
digit. One nudges this somewhat to find out result for entry list which are lengthy in list of
address.

s

fian =" e

ey -

Figure 21: Values Entering [3]

Value transformed and returning in game:

Gameplay is then resumed. The value change is made and this is different as per game variances.
To enhance the bullets for an example can be used to increase count of bullet or for additional
ammo or fire shot tool. This improves ammo total count as a result.
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.

iPlantar 3 Girasoles incrementa tus pusiﬁi
~de sobrevivir a un ataque de zombis

Figure 22: Value transformed and retu“rhing iﬁ game [6]

Cheat Engine opened and scanned using current value:

e Game size is lowered and one can now return to window Cheat Engine.

e New number is added here as “Value” in field. Here “Next Scan” is used for reviewing value
address.

e If one does not know the initial value then select “Increased value” or select “Decreased
value”. Use “Scan type” for making value increase or decrease. All changes made in
correspondence is searched which helps in making substation of the number chosen
precisely.

'FAH o W18, Pt 5 bt

Figure 23: Cheat Engine opened [4]
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(haﬂge‘.’aluel "
what value to change this to?
— BT | —
) el |

Figure 24: Return to the Cheat Engine
Change the Value:
e The number is double clicked using option list. Cheat Engine window at the bottom is found
in “Value”.
e New figure is typed in field “Value”.
e Select the button “ok”.

Change Value X

hat value to change this to?

10000
e —
| Cancel

|
Figure 25: Return to the Cheat Engine [8]

Cheat Engine is opened. The value preferred is then discovered in this list.

The number is then double tapped from the “Value and this is changed.

In “Value” field the number required is entered.

All transformations is approved and “Ok” is tapped.

In the game test is made to find that updating of value is made in a successful manner.

Figure 26: Change Value [11]
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e Give confirmation in edited value as it is updated in the current game.

e The number which is entered is then shown in this game.

e |t is to be noted that some value adjustments are to be made to make updation and then
the value is shown in screen.

Results and Discussion

Results:
Cheat Engine is used and the value increased in bullet number is found which increases from

value 50 to value 10000.

Figure 27: Result [1]

“Active” menu button is clicked here beside the target or goal address. This is added for making
pointer activation. It is found that underneath “Active” inside address list located at bottom
region in display. Point is created easily using this.
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£, Cheat Engine 6.2 == [m} X
File Edit Table D3D Help
=i | =1 000012B8-PlantsV/sZombies.exe
==
Found: 1
Address Value Ngw Scan Next Scan | Undgcan _
10554188 9975 Value: il
[JHex [100 ]
Scan Type Exact Value v
Value Type 4 Bytes
Memory Scan Options Clune .
tart 0000000000000000 Oe 5
F2333333333333334
Wiritable Executable
CopyOnWiite
Fast Scan 4 Abgnment
~ Last Digits
e Y Pause the game while scanning
0C507CEB4 75
MEmory View @ Add Address Manually

e Description Address Type Value
No desciiption 10554188 4 Bytes 9975
-

Advanced Options Table Extras

Figure 28: Outcome [9]

The active button is tapped. If not change is made in value count this is done. These points are
hence not permanent in nature.

Figure 29: Result [12]
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Cyber attackers and hackers use this type of activities for executing attack type. They make
hacks to such games, enhances point and the life of user. For this they use the tool of Cheat
Engine.

Cheat Engine Understanding
EEEEeeeeeee—

© @ hitps/cheatengine.org/aboutce pho B ~9%

About Cheat Engine

‘Cheat Engine is an open source tool designed to help you with medifying single player games running under window so you can make

‘them harder or easier depending on your preference(e.q; Find that 100hp is too easy, try playing a game with a max of 1 HP), but [l
also contains other usefull tools to help debugging games and even normal applications, and helps you protect your system by letting
'you inspect memory modifications by backdoors and even contains some ways to unhide them from conventional means

Besides these tools it also comes with extensive scripting support which will allow experienced developers to create their own
applications with ease and share them with other people

For new users t is recommended to go through the tutorial(The one that comes with Cheat Engine, you can find it in your programs
list after installing) and at least reach step 5 for basic understanding of the usage of Cheat Engine

1f you need help on Cheat Engine , you can always contact me at dark_byte@hotmail.com , msn supported as well(don't ask about
online games, I don't know anything about that)

Or on irc: server; irc,p2p-network.net channel: #cef (Web-based irc)
Note: It will most likely not work on online games, so don't bother asking me that

Local Cheat Engine WIKI

Note that since cheat engine is open source, everyone is welcome to contribute to the project. Contact dark_byte@hotmail.com for
more information about helping.

Figure 30: CHEAT ENGINE UNDERSTANDING [10]

Cheat Engine Functionality:

Functions of Cheat Engine are found in observing the stored data in RAM or Random Access
Memory segment of computer system. The game is nothing but software. When it is running
data is then moving from its static storage segment such as the computer Hard Drive to Ram
segment where it can be written or read. Here Ram based data stored is scanned by Cheat Engine
window and this data can be changed as well. As connection is made using Ram all users get the
skill sets to make changes in the variable of game. This is related to health of player or count of
ammunition, make changes in experience of game play in an effective manner and in a practical
manner. Such a methodology helps user have better control on the function and behaviour of
application which is run over the system [9].
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£, Cheat Engine 7.l
File Edit Table D3D Java Help
00002F0C-javawexe

Value F"”-[ FilstSan\ Next Scan UndoSean | "

Volue:
Hex Ll[

can Type|Exact Value | [ Lwa formula

alve Type 4 Bytes Not
Memory Scan Options O reaiosie
ol ¥ | [ enable Specdhack’
Start 0000000000000000
Stop 000722 egeEEEE
[ wiitable [ Executable
[ copyOnWiite

© Aignment

M Fast 4 |-
WFastSan () Last Digits

N (] Pause the game while scanning

Memory View @ Add Address Manually

Active Description Address Type Value

Figure 31: Understanding the Cheat Engihe [11]

Relevant Terms and Concepts Understanding

Cheat Engine window is where computer programs are run which are of top status. To ensure
that everything and every concept and term is understood this segment is created.

Value: For Cheat Engine there is a value which can be relate to just any numerical information
in the computer system. This covers the traits and attributes related to the count of ammunition,
percentage of user health or the quantity of stock. The user can use this tool for scanning
variables and changing them when needed.

Address: Here the location related to the Ram is signified with regards to the computer system.
Here the data is being stored. Location can be vried and hence as per time the address can be
changed.

Data Type: Type of data is about methodology utilised for storing value inside memory. This
covers the double level precision or format of floating point and covers 2, 4 or 8 bytes.

Pointer: The pointer is address where value gets in written format using another level of address.
Such address is dynamic in nature and changes as load changes on game or when playing is
made. Understanding must be made what words are used for understanding concepts of Cheat
Engine.
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About Cheat Engine

Cheat Engine is an open source tool designed to help you with modifying single player games running under window so y¢
them harder or easier depending on your preference(e.g: Find that 100hp is too easy, try playing a game with a max of 1
also contains other usefull tools to help debugging games and even normal applications, and helps you protect your syste
you inspect memory modifications by backdoors and even contains some ways to unhide them from conventional means.

It comes with a memory scanner to quickly scan for variables used within a game and allow you to change them, but it al
with a debugger, disassembler, assembler, speedhack, trainer maker, direct 3D manipulation tools, system inspection tools

Besides these tools it also comes with extensive scripting support which will allow experienced developers to create their
applications with ease and share them with other people

For new users it is recommended to go through the tutorial(The one that comes with Cheat Engine, you can find it in your
list after installing) and at least reach step 5 for basic understanding of the usage of Cheat Engine

If you need help on Cheat Engine , you can always contact me at dark_byte@hotmail.com , msn supported as well(don't
online games, I don't know anything about that)
Or on irc: server! irc.020-network.net channel:

Local Cheat Engine WIKI

Note that since cheat engine Is open source, everyone s welcome to contribute to the project. Cotact dark_byte@hotma
more information about helping.

Figure 32: Relevant Terms and Concepts Understanding [5]

Limitations of Compatibility:

The Cheat Engine is noted to be not having high compatibility with all type of games. If these
are with the games where protection of cheating is given or if there is online components or
multiplayer game type this is not at all compatible. The use and application of Cheat Engine is
possible for game where there can be a ban on the account or if online players are not give the
access and are stopped from playing. Cheat Engine additionally can be used for collection of
resources since some games engage real payment made by users and hence if such user is
stopped then there can be legal obligations. The game in general uses robust security
mechanisms to give high security for all user profiles. This showcases that every game has some

rules integrated without which there can be major legal outcomes.

GO gle cheat engine compatibility list X s @
Al Images deos Shopping  News i More
About 28,10,000 resuits (0.33 seconds)
Cheat Engine
View topic - Game List (Hackable Or Not)
1 Oct 2007 — UnHackable = The game is not hackable in any wayeven bots dont work. - Bots

Only = This game can only be hacked with Auto bots. Games List 2

Figure 33: Cheat Engine Compatibility [2]
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Cheat Engine Compatible Games:

The games where there are single player component are compatible with Cheat Engine. They
comprise of such titles where single players play the game and they feature values on screen
which users can view and change. Moreover, these are the digital flash games which do not have
multiple players or have features of making very high scores.

Discussions:

In the above an example is found where applications are explored using debuggers. Hence for
cyber protection of the varied software and applications it is important to find out and these re
summarised as below:

Debuggers Dual Nature: The debuggers are major tools with which developers can bring
improvement in the quality of their programs and applications. But the can be exploited for
wrong reasons. Debuggers are detected hence to find how vector attacks are made and ho
developers must use powerful tools to detect and prevent such incidents.

Techniques and Methods used: Techniques and strategies can be used to prevent debugger
negative uses. The cyber attackers can use different processes such as using manipulation of
variable or code infection injection or reverse engineering. It is important to understand these to
create robust defence systems.

Vulnerabilities and Security Challenges: Attacks made using debugger tools can compromise
the security, integrity and privacy of the programs developed. Loopholes are made in the logics
or the flaws and weakness in management of memory are used by attackers. Some program
might not use robust security mechanisms. Since systems fall prey to the cyber attacker
malicious actions.

Preventive mechanisms need: Debugger related exploitation and threats are increasing
exponentially. Such risks landscapes must be investigated and severity must be lowered. For this
it is recommended that audits and inspections are made regularly in the developer circle, run the
integrity at run time to validate the appliances and also take some steps to detect and prevent any
tampering related efforts made in an illegitimate manner.

Develop awareness and collective efforts: The enterprises engaged in development activities
must develop a high level of awareness about such risk and threats. This will require the team
member support as well. All awareness, knowledge must be shred so all can use the safety
mechanisms.

Conclusion

The above report analysis is made to find how applications and programs are tampered using
debugger tools. The research has helped in developing understanding and insights about the
interactions which take place in the programs being developed and security issues which are
highly complicated. The debugger comprises a nature that portrays duality and is used in a
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positive manner by software developers. But for the malicious cyber attackers these are also
beneficial tools as it helps them uncover program vulnerabilities. The techniques which are being
used by such malicious individuals for making unethical changes in the application are analysed
here. With this research approach better measures can be created and implemented to stop such
exploitation incidents [10].

Attacks and cyber hack incidents which take place are real life examples about the need of
having robust security and safety audits and mechanisms to make the software system strong and
protected. There are securities protocols which are genuine and strong but are sometime
neglected. When such approaches are used in program and application development it can be a
reason of penetration made by malicious hackers using debugger tools. This will compromise the
privacy, confidentiality and integrity of the system. Enterprises who are engaged in application
development hence must develop security first as their new organisational culture.

Enterprises hence must use better access control mechanisms, regular auditing of the systems and
verification measures to maintain runtime security and integrity. All these strategies are used by
organisation so they can detect and give a preventive approach to stop such tampering incidents.
The integrity of the entire digital environmental system is maintained in this manner.

The work of protecting the company and its programs and software need a collaborative
approach [11]. The team must share the knowledge and information they are gathering. The team
members must create a defence system and for this their understanding must be shared. The
developers and project managers must also analyse risks regularly so any new risk can be
eliminate as it crops up. Applications can be tampered using the debugger tool in different levels
and degrees. The culture of using protective measures must be proactive and not responsive.
Hence before any malicious attacks take place protection must be added to the applications being
developed and for this enterprises will use efforts from the team members. The enterprise culture
must be that of access control, privilege and authorisation and this will make the software
development a resilient process.

Future Works:
Here are some opportunities which can be leveraged to strengthen the application and software
development and avoid debugger based intrusions.

Use mechanisms for anamoly detection: The team is recommended that they can use
sophisticated tools and techniques so they can detect as well as avoid debugger based
exploitation further. More research must be made so integrity of run tine is enhanced, algorithm
anomaly is uncovered fast and any malicious behaviour must be detected.
Analyse vulnerability in an autonomous manner: The future work must revolve around
finding more tools and technologies to audit and identify the weakness in the applications being
developed. There are advanced technologies such as Al and ML which can detect debugger
related activities and malicious requests autonomously.
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Security supervision must be dynamic: The controls applied to give the applications more
secured there must be dynamism since the threats are also fast changing its formats. Research
must be made to find out how better access related control can be implemented along with robust
security policies to ensure that tampering efforts are prevented [12].

Profile the behaviour and detect the anomalies: The firm and the team must develop better
skill sets to detect the debugger exploitations in an early stage by detecting profile of behaviour.
Algorithms in machine learning, use of statistical analytical method and behaviour based
profiling are used further for these purposes.

Higher awareness and knowledge creation: With a higher awareness the team must develop
more knowledge about such threats and develop know how. This education is used to protect the
applications from any such risks and threats and give the developers higher empowerment. The
developers, managers and researchers must hence use the processes suggested above to create
higher resilience.
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